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Infrastructure Commissioning Service (ICS) — Scope

Support the following actions on ThingPark Base Stations (BS):

= Zero-touch bootstrapping: BS retrieves its LRR package/BS image and related
configuration settings without being accessed by the Network Administrator. Zero-
touch bootstrapping also covers TPE-All-in-One gateways.

= Remote configuration updates, e.g., network interfaces (ethernet, cellular, WiFi), NwkID
filters, IP-tables, NTP servers...

= Software upgrade: partially supported (full support is planned in the coming release)

Supported gateway manufacturers:

Browan, Kerlink, Tektelic, MultiTech, Milesight and Ufispace
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Base Station bootstrapping flow
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= Step #0: The BS is factory-prestaged by the manufacturer, embedding an Actility-generic Factory Agent + BS-specific
security token (using public/private key pair) to authenticate the BS’s initial access to ICS

= Step #1: Root Key Administrator/Manager declares the manufacturer’s public key (typically common to a given batch)
in ICS

= Step #2 - BS pre-commissioning: Root Key Administrator declares BS (unitary or bulk) in ICS and generates an Owner
Key that should be transferred to the BS owner (aka Network Administrator)

= Step #3 — BS commissioning: Network Administrator provisions the BS (unitary or bulk) under their ICS account,
using Owner Key, and associates it/them with the target configuration

= Step #4: Once a commissioned BS initiates a connection request to ICS, the bootstrapping process will be
automatically triggered, starting from installing the right BS image until personalizing its configuration
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ICS roles

= |CS Administrators

= Reserved to Actility personnel: Technical Managers, BS Validation team,
Project/Account Managers

= Root Key Administrators

= Reserved to Actility personnel: typically, Actility’s logistics team
= Root Key Managers

= Gateway partners: e.g. Foxconn, Browan, Kerlink...
" Network Administrators

= For TPW: Operator’s RAN team, typically associated with Network Partner role and
have read/write access to Network Manager

= For TPE: Typically, the Channel Partner/Distributor or the System Integrator. Could
also be the end-customer whenever relevant

Actility



Prerequisites

ICS is a SaaS service hosted on Actility’s cloud core network.

Therefore, during the bootstrapping phase (i.e., installation of ThingPark BS
image + personalization of the BS configuration), the BS must have:
1. internet access to reach the SaaS-based ICS server,

2. aworking ethernet network connection.

Note Bootstrapping may be done in lab environment (with internet) if BS is not authorized
to connect to internet once it is physically deployed in the field.
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ICS tasks for Network Administrators

. Declare a new self-hosted TPE platform (aka TPE-OCP)
. View SaaS platform details, in ready-only mode

. Manage the Operator configuration for self-hosted TPW platforms, included in their scope, whenever the
platform-generic configuration is overwritten by operator-specific configuration

. View networks associated with their scope

Note A Network is defined by the tuple {Platform-ID, Operator-ID, Network-Partner-ID}, it is automatically
declared by ICS for each distinct tuple (Network Admin does NOT need to create Networks).

. Define and manage custom configuration for BS under their scope

. Commission BS under their account (using Owner Key), either unitary or bulk commissioning (through csv
import). BS may be commissioned as conventional gateway (LRR-only) or TPE-All-in-One gateway

7. Make existing BS ICS-compatible even if it hadn’t been factory-prestaged with ICS

. Manage BS under their account: View BS status and access ICS logs, edit BS, export BS list and
decommission BS (i.e., remove it from their account and move back to “pre-commissioned” status)

Actility



Platform Management (1/2)

= Declaring a new TPE-OCP platform:

Platform identifier : provided by Actility, it must be unique.
Supported charset : [A-Za-z0-9-_]+

Platform name: use a friendly name.
Both fields are useful for later search

Actility

Set the public IP addresses

* this is the primary address for a TPE-OCP standalone.

* Thisis a list of the primary node followed by the secondary
node for a TPE-OCP HA
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Platform Management

= Searching, viewing and editing:
= from the menu, you can restrict the list

(2/2)

= all platforms (no restriction)
= Saas

"= On-premise (OCP)

= SaaS platforms are read only

= username and password are hidden or encoded

= TPE OCP

= you can change any field, at any time

= changing the IP addresses will cause a complete
reconfiguration of all attached Base Stations

Actility
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Operator Management (1/2)

= For SaaS platforms, the Operator configuration is directly managed by Actility

= For TPE OCP platforms, the Operator is automatically configured when the platform
is declared in ICS

"= For a TPW OCP platform, it is necessary to create it manually, the operator ID is
provided by Actility

Operator Name: use a friendly name

Operator identifier : provided by NetOps. Both fields are useful for later search

Supported charset : [A-Za-z0-9-_]+

Select the platform from the provided list

Eventually force the Network Partner ID to be provided at base

station creation.

ACti"ty 12



Operator Management (2/2)

= Searching, viewing and editing:
= This is only available for TPW-OCP
* You can change any field, at any time

= Information provided at platform level is displayed, username and password are hidden or encoded

= Qverriding PKI / Core Network information fields will cause a complete reconfiguration of all the
attached Base Stations

Actility
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Network Management

= A network is automatically created by ICS for each
{platform-ID, operator-ID, network-partner-ID} tuple.

Update network friendly name

= By default, the network’s name is the Network-Partner-ID,
but you may change it from the Networks list, by clicking - --
then “Update”.

= Clicking a network partner from the list redirects you to the
list of Base Station belonging to that network partner.

= To see the statistics of a given network, click --- from the
list, then “Details”. This will show you a pie chart with the
split of Base Station status for that network partner.

Actility 14



Custom BS Configuration

The first thing is to give a CONF-ID, this is a unique identifier for your

configuration.
Supported charset : [A-Za-z0-9-_]+

CONF-ID" @

And provide a friendly description. Both fields are useful for later search.

ethernet-3G-ipsec v

configuration file ethernet primary, 3G secondary, :'EEC]

You can restrict the usage for this configuration :

Select the supported manufacturer and model.
Restrict the platform / operator / network partner that can use this configuration.

Select Manufacturer

- Selaect Model

b —
mLBLE

T
By

-
i =L

Select Platform

Select Operator - Select Metwork Partner -

Actility
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Custom BS Configuration / network interfaces

Configure a primary interface, and optionally, a secondary interface:
For Ethernet : set “Bandwidth restriction” to “no constraint”, then set DHCP or static IP mode.
For WiFi: set “Bandwidth restriction”, DHCP or static IP, SSID, Security, password.

For Cellular: set bandwidth restriction to “limited” or “very limited” according to your use case, then
set APN, User, Password and Pin Code.

Fthermet - Select interface... -
ETHERNET WIFI CELLULAR
0 t O L]
. d
ne-constraint - | very-limited - |
HCP
B DHCP m AN @
| mZm v |
g ]
ACTILITY_RESCUE v | hd
| tility v |
securiy’ ©
‘ WRAZ . d @
| OKELMETS v |
Passuord @
Actility2018@ v | =0
[ = v]

v]
For a static IP, you must configure: > |
IP / Subnet / Gateway and DNS
v
s @
855,654 v
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Custom BS Configuration / PKI configuration

Configure the security that your Base Station will use when connecting to the platform: none, IPSEC, TLS.
IPSEC and TLS are mutually-exclusive.

Actility
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Custom BS Configuration / Firewall configuration

Optionally add specific incoming iptables rules for your Base Station. This can be useful, for example, if you need SSH
access to your base station, knowing your local IP address.

If you want your base station to be accessible through SSH at any time, from any remote client (whether it is in the
same LAN or not), set “Close SSH when connection to LRC is stable” = OFF.

e@®  Protoo
2134111527 v TCE o - 2z v
* v IChAP » - 0
Select protocal... -

For very specific usage, you can also provide custom parameters for Irr.ini, ipfailover2.ini, checkvpn2.ini, Igw.ini,
channels.ini, custom.ini, nwkfilter.ini files

<

rrini o trace v eve v

checkvpn.ini w o checkvpnz v tracely v 1 v

Select file.. -
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Custom BS Configuration / Network-ID/DevAddr Filter

Optionally enable network-I1D / DevAddr filtering, this will filter uplink packets based on allowed (whitelist) / forbidden
(blacklist) DevAddr address prefixes.

FeRet

-00balbab, -0faza52f +8/4,+ 0/ v

The syntax is a list of <prefix> <hexaprefix>"/" <bitmask> (comma separated)
* prefix:

'-" for a blacklist

'+' for a whitelist

* hexaprefix:

hexadecimal string representation of the Network-1D
* bitmask:

is the number of bit to consider
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Unitary Commissioning of a new BS  (1/3)

The Base Station must be already pre-commissioned. The list of Owner Keys corresponding to your LRR-UUIDs is provided to you by Actility.
Here, you must set the LRR-UUID and Owner Key. Give a friendly name to your BS to easily find it later.

If you want your BS to be bootstrapped via ICS, but you do not want it to get configuration or software updates from ICS after its initial

bootstrap, activate the switch “Suspend base station updates after initial bootstrap”.
If your BS already has a valid LRR software (which you don’t want to overwrite), but you want ICS to send configuration updates to your BS,

activate the switch “Use ICS for base station configuration only”.

BASE STATION INFORMATION

m
i)

IfLRR is already installed Click this icon if your BS does not yet have the ICS factory
agent. This could be the case of base stations already
deployed in the field without being factory-prestaged in ICS

mode.
This icon will copy a CLI (command line interface) command

that you should execute on your BS to allow it to connect to
ICS, install its factory agent and get commissioned. You need
root access to run this command on the base station.

20
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Unitary Commissioning of a new BS  (2/3)

Select the manufacturer / model
Select the Platform / Operator / Network Partner (if any)

You may manually edit the Network Partner ID
You then have a list of CONF-ID that match your criteria in the CONF-ID drop-down menu
You may activate the possibility to use a Beta LRR version on your Base Station.

BASE STATION CONFIGURATION

anufacturer’ @ Model @
Select Manufacturer - Select Model

Platform™ @ Operator @ Network Partner €@
Select Platform - Select Operator - Select Network Partner

CONF-ID" @

Select Configuration

NETWORK INTERFACES COMFIGURATION OVERRIDE

Override Ethernet static IP
If the Configuration associated with your BS uses a static IP m

address, you may overwrite this static IP at base station level. Ethernet Interface Static I @

Actility
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Unitary Commissioning of a new BS  (3/3)

2

If you want to use your base station as a TPE All-in-One gateway, you must be assigned “TPE All-in-One Manager’
role by the ICS Administrator.

Select the manufacturer / model (should be compatible with TPE All-in-One)

Select “Bootstrap this base station with TPE All-in-One”

Select the TPE All-in-One Manager who should be authorized to view/edit this base station
You then have a list of CONF-ID that match your criteria in the CONF-ID drop-down menu

BASE STATION CONFIGURATION

Browan,/Gemtek - QDU Macro v1.5

Ramez Soss [ramez.soss@actility.com)

ONF-ID @

TAO-gemtekCDLU
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Bulk Commissioning of a BS list

The Base Station must be already pre-commissioned and the list of Owner Keys corresponding to your LRR-UUIDs is provided to you by Actility.
Go to the Base Stations panel and:

* click the import button
e consult the 2 samples:

* one for the model list (this is useful to retrieve the manufacturer and model IDs that you should use for the csv import file)
* one for the import sample file.

* Create a csvimport file following the format provided by the sample.

* Tocommission new BS, use the directive CREATE_BS in column A.

* For TPE-All-in-One, set Platform-ID = ics-tao (see details in sample file)

* Column “L” (Force Fresh Install) is ignored when column “A” is CREATE_BS. This column is only relevant for the UPDATE_BS directive.
* Importit
* During the import, you might encounter several errors, correct them and re import.

IMPORTING BASE STATIONS

Your file must be a well-formatted .csv file strictly compliant with the sample below.

Supported features are Base station CREATE, UPDATE, DELETE.

00

Browse to select your file. 10 Base station(s) successfully imported

’
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BS Management (1/3)

= Export BS list:

= You can export the full base station list using the export button [z

~0
N—/ = You can add a search criteria to reduce the list and export a selection

= Bulk-update of the BS list:
1. Export the list of base stations you want to update.
2. For each BS to update, use the directive UPDATE_BS in column A.
3. Apply your modifications on each BS to update, then click B to reimport the list.

= Bulk deletion of base stations:

1. Prepare a CSV file of all the base stations that you want to decommission. Set Delete_BS in
column A of this file and fill the LRR-UUID in column B, as per the sample file.

2. Import the csv file, by clicking 43 on the BS list.
Actility
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BS Management (2/3)

Base Station Bootstrapping status:

= The Base Station panel provides a list of indicators that will help to troubleshoot the Base Station
bootstrapping phase, this includes

. Bootstrap status:

Never connected: Base Station has never been successfully connected using the factory token

Warning: Configuration Mismatch: ICS cannot apply the Base Station Configuration, this should require support for corrections

Warning: Software Update Issue: FFS

Error: Inconsistent Metadata (Manufacturer, Model or LRR-UUID): Incorrect Manufacturer / Model , or LRR-UUID (token not belonging to that BS)
Error: Image Installation Failure: ICS cannot install BS image, this should require Actility support for corrections

Error: Authentication Failure: Incorrect private key, this should not arrive, you must decommission and recommission the BS

Error: Base station no provisioned on TPW/TPE: ICS couldn’t push the base station’s public key because it is not yet provisioned in ThingPark.
Bootstrapping In Progress

BASE STATION STATUS

Bootstrapping Completed

. Timestamp

First and last connections

Today - 18:21:45 Today - 16:5%:09 BS-image-gemtek-tpcaen

. Versioning:

Actility .

2645 opdk-1.00.23

BS image

LRR Software version

-----END PUBLIC KEY--——

Firmware version

FPGA version
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BS Management (3/3)

View ICS logs for this BS: -
= For troubleshooting, you can access the logs of the Base Station
= These logs are regularly sent by the Base Station during its bootstrap phase

= |n case of problem with an incorrect status, you must provide theses logs to Actility
Support (select all / copy / paste)

Base station log file from ICS

205,142 [1c497b-80029¢cce2669] INFO - gateway - Checking basestation bootstrap status..
5,360 [1c497b-80029cce2669] INFO - gateway - Basestation bootstrapped in progress...
:33:08,775 [1c497b-80029cce2669] INFO - gateway - Posting JWK
2021-10-28 13: 10 [1c497b-80029cce2669] INFO - gateway - Publishing keys
021-10-28 13:33:10,317 [1c497b-80029¢cce2669] DEBUG - gateway - Publishing public key of gateway:1c497b-

80029¢ce266%/MWMOOTILTgWMDISYZNIMIY200== to ThingPark...
2021-10-28 13:33:10,321 [1c497b-8002%cce2665] DEBUG - gateway - Public key found for issuer gateway:1c497b-80029cce2669.
2021-10-28 13:33:10,358 [1c457b-80020cce2669] DEBUG - gateway - Platform: 3, Operator: 2, Client: None
2021-10-28 13:33:10,379 [1c497b-80029cce2669] DEBUG - gateway - Platform AP connection info : hitps://acy-tpe tpcaen.com - acility-tpe-ope

2716 [1c497b-80029cce2669] INFO - gateway - Patching bootstrap status

2,811 [1c497b-80029¢cce2669] INFO - gateway - status update: in_progress

2919 [1c497b-80029¢cce2669] INFO - gatewsy - Basestation properly bootstrapped !

3,136 [1c497b-80029¢cce?669] INFO - gateway - Processing BGET saripts/ics_get_manufacturer.sh /tmp/ics_get_manufacturer.sh
2021-10-28 13: 3311 [1c497b-80029cce2669] INFO - gateway - Processing EXEC /tmp/ics_get_manufacturer.sh
2021-10-28 13:33:13,391 [1c497b-80029cce2669] INFO - gateway - Start of execution: /tmp/ics_get_ manufacturer.sh

021 10 I8 1232013 54T M,40T S00I0ra 6800 SN Aztaws  Snd af svaedine (arrae= franfee nst mosnfact ae oh
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ICS tasks for Root Key Administrators/Managers

1. Declare, view, edit and delete the BS manufacturer’s public keys set during factory prestaging process

= Root Key Admin has access to all manufacturer keys.

= Root Key Manager has access only to own manufacturer keys, cannot see keys declared by others. This role
may be endorsed by BS manufacturers, making them autonomous to declare own factory-prestaging keys.

2. Pre-commission base stations (reserved only to Root Key Administrators)

"  Pre-commissioning process allows ICS to validate further commissioning requests through the Owner Key. This
prevents any Network Admin from illegally attempting to commission a BS under their account and redirect it
to point to a platform other than the legitimate one.

= |CS supports 2 modes to generate Owner Keys:

=  Per base station: generates a separate Owner Key per BS. Use this option when the batch being pre-commissioning is
destined to several customers/Network Admins.

= Per batch: use this mode to simplify the communication of the Owner Key to the customer/ Network Administrator,
when the whole BS batch will be sold to the same owner / Network Admin.

= Owner Keys should be communicated to customers/Network Admins alongside shipped BS. Ideally, it should
be included in QR code and printed on BS’s sticker.

Actility
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Tasks reserved to ICS Administrators

ICS Administrators have global read/write access to ICS, so they can perform all the tasks
associated with other roles (Root Key Administrators and Network Administrators).
Additionally, the following tasks can only be executed by ICS Administrators:

1. Add users and associate them with adequate roles.

= |CS Administrators also define the scope of each Network Administrator, i.e. which Platforms,
Operators and Network Partners each Network Admin may manage.

" Note In the future, Actility Central shall automatically assign the TPE-SaaS subscription to each
Network Admin (based on their common ID on ICS & Central).

2. Upload BS files (LRR, firmware, image...) to ICS and combine them into BS images (if an image consists of
several files)

=  For each file/image, ICS Admin determines the HW compatibility matrix (manufacturer/model) and
the eligible Platforms (optional).

3. Create and update Platforms & Operators in ICS (Network Admin can only create TPE-OCP types of
platforms)

Actility
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List of items

Multi field search box, specific Optional buttons Column selection
columns are included in the search the selection is saved in
Column sorting (ascending / descending) (including hidden ones), they are Creation button browser local storage

described in this document

3 ITEM(S +raim

Column 1

tem 1 TPW-Saas 1 .
tem 2 TPE-Saas 0
tem 3 TPE-Saas 0 e

Action list (depending

Clicking on any column on the item), can be:

of the line will display

Update
the detail item panel thails
(except for the action Delete
column) Revoke

Decommission
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